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Two-Factor Authentication
(2FA) Enrollment

1. On the Aspirus microsite “Welcome” page under “Applications & Systems” click on

“Citrix”.

ASPIRUS

WELCOME ABOUT ASPIRUS HR & BENEFITS TIMELINE

1IQ Together, for the Best in Rural Health.

Together > Welcome

Welcome

Aspirus Health eagerly awaits final approval for the agreement that would see seven Ascension hospitals, 19
physician clinics, and air and ground medical transport services in north and central Wisconsin join our system.

Inspiration for Coming Together

iHe (5]

Strong local health care contributes e are mission-driven to provide
to thriving rural communities.

Together, we can provide access to
consi

sistent,
unparalleled care to rural integrated and excellent care to

the region.

Joining Aspirus

Joining the Aspirus system will be a big change for more than 2,000 impacted employees and clinicians, but one
that should be viewed with great excitement. Aspirus has a strong reputation for clinical quality and service, and
while it’s true that Aspirus provides high-quality care, it's our people that set us apart.

We have an exceptional team that is committed to providing access to a level of health care not often found in
rural communities.

We are excited to add you to the Aspirus team. Your skills and expertise will make Aspirus a stronger organization
and allow us to better provide high-quality, integrated care to our

JOB AIDS & TRAINING

Q@A

Daily COVID Self-Attestation
LXN

Applications &
Systems

Information on how to access
the applications and systems
below will be provided by
Aspirus.

Citrix

Gateway into the Aspirus
network for access to
internal systems and
information.

Global Human Resources
(GHR)

Aspirus HR portal for benefit
enrollment, employee
information and more.

HealthStream

Online portal to complete
training, annual
competencies and other
education.

2. Click “Sign In” under Employee Users.

©

Citrix Workspace

Employee Users

CIfriIX ————

Client Users

¢ Signin )
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3. Login using your network ID and password.

@ Log in

NetScaler AAA

£ imprivata

4. Click “Enroll Imprivata ID”.

Imprivata ID™

To protect your account, we are introducing Imprivata ID, a
smartphone application.

Imprivata ID allows you to verify your identity by simply
approving a notification on your smartphone.

Setup time:
2 minutes

What you need:
This computer and your smartphone

Enroll Imprivata ID

Enroll another method

Log

ot
g Oul
-
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5. Follow the steps on the screen to enroll.

Imprivata ID™

1. Install and open the Imprivata ID app on your
smartphone.

2. Allow Notifications, Location Services, and
Bluetooth Access in the app.

3. Locate the enroll codes and enter below.

‘ Serial Number (e.g. IMPR 1234 5678) ‘

‘ Token Code (e.g. 123456) ‘

6. On the app you will see the following screens:

a. Please click “This is my first time”. b. Please “Turn on” Fast Access.

Fast Access

Verify your identity with a simple tap

Looks like you haven't enrolled Imprivata ID on this
phone yet

Have you used Imprivata ID before?

This is my first time

Turn on

Not now
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c. Please select “Not now” for E-Prescribing d. Please select “Not now” for Automatic
Sighout

Simplified E-Prescribing Automatic Signout

Walk away confidently knowing your workstation will automatically

Securely sign electronic prescriptions without picking up your
lock

phone

Tum on Turmon

Not now Not now

7. Use the code provided on your app to fill in the Serial Number and Token Code boxes on
your browser and then click “Submit”.

Serial Number Imprivata ID”

1. Install and open the Imprivata ID app on your

IMPR 6199 2072 [l

2. Allow Notifications, Location Services, and
Bluetooth Access in the app.

Token Code 3. Locate the enroll codes and enter below.

‘ IMPR 1234 5678 ‘
‘ 123456 ’

Back

Log out
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8. Once your device is enrolled click “Got it”

Imprivata ID is enrolled

The next time you access your network...

o

Enter your usual credentials

9. For security reasons we encourage you to establish a back-up method. Follow the steps
on the screen to enroll.

Establish a backup method

Even though the Imprivata ID app is the preferred login
method, we recommend setting up SMS code as a backup.

SMS code allows you to verify your identity by entering a one-
time code delivered to your mobile phone via a text message
(SMS).

Setup time:
1 minute

What you need:
This computer and your mobile phone

Enroll SMS code

Do this later

Log out
og ou
>
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Enroll SMS code

Enter your mobile phone number with area code.

e.g. (999) 999-9999

ne nnd datn ratec mav ann

Back

Enroll SMS code

Enter your mobile phone number with area code.

‘ (715) 123-4567 ‘

Check your phone

A text message was sent to your mobile phone (715) 869-5226.
Enter the verification code from that message.

Verification Code

Edit phone number

Log out
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Check your phone

A text message was sent to your mobile phone (715) 869-5226.
Enter the verification code from that message.

’ 123456 ’

Edit phone number

Log out

10. Once your SMS is enrolled click “Done”.

SMS code is enrolled

In case Imprivata ID is not available, you can always request an

SMS code to verify your identity.

If you have questions about this process or would like more information, please contact the
Ascension Help Desk at 877-640-1416.
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